The Silent Epidemic: Unseen Factors
Driving Data Breach Fatigue in Everyday
Lives

Which demographic, socioeconomic, and psychological factors most
strongly predict breach fatigue and perceived control over personal data,
and how can organisations tailor interventions to counter these effects?

Phoebe Bryant's dissertation tackles “data breach
fatigue,” the apathy that builds after repeated security
incidents, and asks what shapes people’s sense of
control once their data are at risk. The work combines
two empirical studies that draw on Protection Motivation,
Information-Processing, and Communication Privacy-
Management theories.

Study 1 surveys 99 U.S. adults recruited online to test
whether privacy concern, internet activity, technical
expertise, or security awareness predict ignoring breach
notices. Spearman cormelations and linear regression
show privacy concern has no clear link to fatigue.
Instead, heavy internet use and especially high security
awareness cormelate with a greater likelihood of
dismissing breach alerts, while technical expertise shows
no effect.

Study 2 mines Pew’s American Trends Panel (4 272
respondents) to examine perceived data control. Ordinal
logistic models reveal that older respondents feel less in
control, confirming that seniors remain especially
vulnerable. Furthermore, education and income offer no
significant illustrative power, and most breach
experiences leave control perceptions unchanged. The
exception is social-media hacking, which measurably
lowers perceived control compared with other breach
types.

Together the studies overturn several common
assumptions: raising general awareness does not
automatically motivate action; technical know-how alone
is insufficient; and demographic markers like education or
income say little about who feels powerless after a
breach. Bryant argues that fatigue stems less from
desensitization than from confusion about effective
responses. She calls for risk communications that pair
plain-language guidance with concrete next steps tailored
to breach type and user group.
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e Heavy internet use and strong security
awareness can paradoxically raise breach
fatigue, whereas technical expertise shows no
clear effect.

e Older adults report lower perceived data
control, and education and income are largely
irrelevant to control perceptions.

e Among breach types, only social-media
hacking reliably undermines control, suggesting
interventions should target specific incident
profiles.
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